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Email Scams 

Your email account is the gateway to your online identity.  And your money. 

Fraudsters are increasingly using email to target you.  Your email is where the different parts of your life 

come together: friends, family, social media, personal interests, school, work, banking, shopping, travel 

plans, and more.  All the activities and interests in your life find their way into your email inbox.  If 

anyone reads all your emails, they will learn a lot about you and your life. 

What Happens if a Thief Hacks My Email? 

If a hacker gets into your email, he has hit the jack pot.  He will know the names you know.  He will 

know the businesses you communicate with.  He will learn about the things you are interested in.  He will 

have enough information about you to convince other people he is you.  Then, he will take your money.  

Or he may sell your information to another thief. 

The thief could spam your contacts, to solicit their personal information, and leverage that data as well.  

Maybe you sent a prospective landlord an email with your full Social Security number so they could do a 

credit check.  A hacker could take that number and try to open up new credit accounts in your name.   

Three Ways to Get Hacked 

1. Having a Weak Password 

Your password is the key that unlocks your email.  No one - other than you - should be able to access 

your account.  That means using a password that can’t be guessed.  The longer and more complex it is - 

meaning it combines uppercase letters, lowercase letters, numbers, symbols, and words not in the 

dictionary - the more secure it will be.  Don’t use your email password anywhere else.  Using the same 

password for many different sites is a bad idea.  It’s like having one key to unlock all the doors in your 

life.  Don’t share your password with anyone and don’t save your passwords on computers or mobile 

devices.  

2. Sending & Storing Sensitive Information 

Never send your Social Security number or any account information via email, even if you trust the 

recipient, because you become less secure as soon as you press send.  On top of that, personal information 

shouldn’t be stored in your email account in the event it is compromised.  If anything sensitive ends up in 

your inbox, delete it and empty the trash. 

3. Clicking on Something Weird 

When in doubt, don’t click.  Even if a message appears to be from a friend or family member, delete 

anything that seems out of the ordinary.  You can always confirm with someone you know whether or not 

a message is legitimate, and they can re-send it if it is. 

Other rules of thumb:  

 A financial institution will not ask you to send or verify personal information through 

email.  
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 Any too-good-to-be-true offer that wants you to click something or send your information 

to redeem the offer is probably a scam.  

 Never open emails that are just a link.  It is likely an invitation from a thief wanting to 

access your information. 

 Don’t send emails that have just a link.  If your friends and family are being security 

conscious about their email, they will delete it. 

Protect yourself:  Use a good strong password.  Never send your Social Security number by email.  

Be suspicious of links in emails.  Be smart. 


